National Online Webinar on Cyber Security and Youth
Jointly Organized by IIIT Nagpur, VNIT Nagpur, IIITDM Kurnool, IGNOU (RC) Nagpur

An online national webinar on ‘Cyber Security and Youth’ was jointly hosted by IIIT Nagpur,
in association with VNIT Nagpur, IIITDM Kurnool, and IGNOU (RC) Nagpur on 9 April
2021. The aim of this webinar was to create awareness about cyber crime. The webinar
witnessed participation from around 850 students from all the organizing institutes and was

streamed live on Webex and YouTube.

The programme started with a short introduction on 'Cybersecurity' by Dr. Kirti Dorshetwar
(IIIT Nagpur). The webinar was formally inaugurated by Dr. O. G. Kakde, Director, IIIT
Nagpur, followed by an introductory speech by Prof. P. M. Padole, Director, VNIT Nagpur on
the theme. Dr. D.V.L.N Somayajulu, Director of IIITDM Kurnool with his insightful words
explained the need and demand for awareness about cyber issues among the public. His inputs
on the advancements in the fields of Information and Communication Technology, Computer
Sciences, and interdisciplinary areas were very informative. Dr .P. Sivaswaroop, Director,
IGNOU (RC) Nagpur, commented on emergence of cybercrimes during the COVID-19

pandemic. He explained how the situation has lead to increase in cybercrime.

After the valuable inputs of esteemed dignitaries the second session of the programme started
with the introductory note by the chief guest Dr. Ashok Bagul, ACP, Cyber Police, Civil Line.
Dr. Bagul gave an insightful lecture on the topic. His interactive explanation with real-life
examples made the session very effective. His presentation had three parts. In the first part, he
gave basic information about Cyber Crime, Cyber Security, and Cyber Literacy, etc. The
second part of his session contained detailed analysis of current trends in cybercrime. Students
were very enthusiastic to hear his speech on the types of cybercrime. He spoke on types of
cyber crimes such as identity theft, psychological tricks, social media related crimes, digital
banking frauds, mobile application scam, and virus attacks on personal computers. His
descriptions on all the issues were supported by examples. The last part of his speech was the
question-answer session. Active participation from students made the session engaging. He

concluded the presentation with a general alert about cybercrime and precautionary measures.

At the end, Dr. Akhtar Khan from IIITDM Kurnool gave a valedictory note thanking the
coordinators of the programme Dr. Kirti Dorshetwar (III'T Nagpur), Dr. G. N. Nimbarte (VNIT




Nagpur), Dr. Akhtar Khan (III'TDM Kurnool), and Dr .P. Sivaswaroop (IGNOU, RC, Nagpur)

for organizing a wonderful webinar on this topic.
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1) Hacking or gaining access to Social Media Accounts

* Do not save your username and password in
the web browser.

Do not close the browser window without
logging out of the account.

2) Misuse of photo copies of identity proofs

* Never provide details or copy of identity proofs (e.g. PAN
Card, Aadhaar Card, Voter Card, Driving License, Address
Proof) to unk sonjc ization,

* Be careful while using identity proofs at suspicious places

(Dr. Bagul explaining about the identity theft)
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Cyber-Attacks using Infected Mobile Applications.
+  Always install mobile applications from offidal
application storesor trusted sources.
*  Scrutinize all permission requests thoroughly,
especially those involving privileged access, |4l
when installing/using mabile applications. i
=  HRegularlyupdate software and mobile
applications to ensure there are no security
Ll
=  Beware of malicious applications or malidous
updates in existing applications.
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(Discussion on Mobile Application Frauds)
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(Inputs about Job Related Frauds)




* Most of these services can be done sitting at home without
physically visiting the bank. As the services are shifting
towards online platforms, cyber frauds related to banking are
also increasing. Just like we protect our locker full of jewellery
with a lock and key, we must protect our online bank accounts
with strong passwords.
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(Prof. Padole giving his insights on the topic)
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Social Media Frauds is an attack attacker get unwanted
access to social media profile can cause loss of
information, defamation or even worse consequences
such as physical/sexual assault, robbery etc. Hence,
protection and appropriate use of social media profile is
very important.

examples of psychological tricks.

Sympathy Fraud

Romance Fraud

Cyber Stalking

Cyber Bullying

Y

only to your trusted ones.
=  Be careful while uploading your photos on social media which

show your location or places you frequently visit as cyber stalkers
2) Cyber Bullying
*=  Make your children aware that cyber bullylng Is a punishable crime
* Discuss safe internet practices with your friends and family regularhy.
*  Monitor your kid's activity on internet/social media. Enable parental
controls on computer/mobile devices.
Even if the children or students know about any friend who is a victim
cyber bullying.
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1) Cyber Stalking
=  Restrict access to your profile. Soclal media sites offer privacy
settings for you to manage who can view your posts, photos, send
you friend request etc. !
= Ensure your personal information, photos and videos are accessible IE
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(Types of Social Media Frauds)
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